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Abstract

In this paper, we propose spam e-mail filtering methods having high accuracies and low time complexities. The methods are based on
the n-gram approach and a heuristics which is referred to as the first n-words heuristics. We develop two models, a class general model
and an e-mail specific model, and test the methods under these models. The models are then combined in such a way that the latter one is
activated for the cases the first model falls short. Though the approach proposed and the methods developed are general and can be
applied to any language, we mainly apply them to Turkish, which is an agglutinative language, and examine some properties of the lan-
guage. Extensive tests were performed and success rates about 98% for Turkish and 99% for English were obtained. It has been shown
that the time complexities can be reduced significantly without sacrificing performance.

© 2007 Elsevier B.V. All rights reserved.

Keywords: Spam filtering; n-Gram model; Heuristics; Agglutinative language; Free word order; Morphology; Turkish

1. Introduction

Spam e-mail (or junk e-mail) messages are the messages
that the recipients are exposed to without their approval or
interest. We may also use the word “unsolicited”” to name
this kind of messages, since spam concept depends on the
person who receives the e-mail. An unsolicited e-mail for
a person may be regarded as legitimate (normal) by another
person, and vice versa. In today’s world where the Internet
technology is growing rapidly and thus the communication
via e-mail is becoming an important part of daily life, spam
e-mail messages pose a serious problem. So it is crucial to
fight with spam messages which tend to increase exponen-
tially and cause waste of time and resources.

Past 1994, some spam prevention tools began to emerge
in response to the spammers (people sending spam mes-
sages) who started to automate the process of sending spam
e-mail. The very first spam prevention tools or filters used a
simple approach to language analysis by simply scanning
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e-mail messages for some suspicious senders or for phrases
such as “click here to buy” and “free of charge”. In late
1990s, blacklisting, whitelisting, and throttling methods
were implemented at the Internet Service Provider (ISP)
level. However, these methods suffered some maintenance
problems. Furthermore, whitelisting approach is open to
forgeries. Some more complex approaches were also pro-
posed against spam problem. Most of them were imple-
mented by using machine learning methods. Naive Bayes
Network algorithms were used frequently and they have
shown a considerable success in filtering English spam mes-
sages (Androutsopoulos et al., 2000). Knowledge-based and
rule-based systems were also used by researchers for English
spam filters (Apte et al., 1994; Cohen, 1996). As an alterna-
tive to these classical learning paradigms used frequently in
spam filtering domain, genetic programming was employed
(Oda and White, 2003). It required fewer computational
resources, making it attractive for spam filtering applica-
tion. Case-based reasoning for spam e-mail filtering was dis-
cussed in (Delany et al., 2005 and Deepak et al., 2006). Meta
data were also taken into account in addition to the content
of the e-mail by some researchers (Berger et al., 2005).
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Since spam filtering is thought as a kind of text classifi-
cation, support vector machines (SVMs) (Moon et al.,
2004; Tong and Koller, 2002) and latent semantic indexing
(LST) (Gee, 2003) used in classification tasks were also
studied. In (Cardoso-Cachopo and Oliveira, 2003), various
text classification methods were compared and it was found
that SVM and k-nearest neighbor (k-NN) supported LSI
performed best. Memory-based learning was used in (Sak-
kis et al., 2003) and the effect of several parameters such as
the corpus size was studied.

It is possible to combine several spam filtering tech-
niques within a single filter resulting in a more robust sys-
tem (Sakkis et al., 2001). An arguable point in spam
filtering domain is determining the performances of differ-
ent systems relative to each other. It is not easy to arrive at
a sound conclusion since systems are trained and tested on
different and incomparable data sets. There exist only a few
efforts for measuring the relative successes of algorithms.
Lynam et al. (2006) compared the performances of several
filters using Receiver Operating Characteristics (ROC)
analysis and attempted to produce combined filters that
outperform individual filters.

Besides trying to apply machine learning techniques to
the spam problem, the research has also progressed in
another direction. The solutions based on some protocols
and standards form a different point of view to the prob-
lem. Authenticated SMTP (Simple Mail Transfer Protocol)
and SPF (Sender Policy Framework) have been developed
as tools that restrict the spammers dramatically. SPF has
also increased the popularity of Authenticated SMTP.
(http://tools.ietf.org/html/rfc2821;  http://www.openspf.
org/).

In this paper, we propose an approach for spam filtering
that yields high accuracy with low time complexities. The
research in this paper has several directions. First, we
develop methods that work in much less time than the tra-
ditional methods in the literature. Previous work on spam
filtering has mainly concentrated on performance issues
and ignored execution times. In this work, we present
two novel methods and consider some variations of each.
We show that, despite the simplicity of these methods,
the success rates lie within an acceptable range. Second,
in relation with the first goal, we develop a heuristics based
on an observation about human behavior for spam filter-
ing. The plausibility of the heuristics is tested with different
parameter values and we find that the heuristics provides a
significant improvement in time. Third, we form two mod-
els, one of which follows the traditional classification by
dividing the messages into two classes (spam and legiti-
mate), while the other considers each e-mail as a separate
class. We test each method, their variations, and the heuris-
tics under these models. We also form a refinement of these
models by combining them using a voting strategy. We
observe that this combined model decreases the error rate
significantly and achieves the best performances in the
work. Fourth, we test the effect of some parameters and
language properties on spam filtering. For this purpose,

the words are subjected to morphological analysis, the
words in n-grams are reordered, and the size of the data
set is changed.

Though the approach proposed and the methods devel-
oped in this paper are general and can be applied to any
language, we mainly apply them to Turkish, which belongs
to the group of agglutinative and synthetic languages and
owns a highly complex morphology (Kornfilt, 1997; Lewis,
2002). To the best of our knowledge, the sole research for
filtering Turkish spam e-mail was given in (Ozgiir et al.,
2004). By using artificial neural networks (ANNs) and
Naive Bayes, a success rate of about 90% was achieved.
In the current work, by using the mentioned methods
and the heuristics, we obtain a success rate of about 98%
(and a lower time complexity), which indicates a substan-
tial increase compared to Ozgiir et al. (2004). In addition
to Turkish messages, in order to be able to compare the
results of the proposed approach with the results in the lit-
erature, we tested on English e-mail messages. The results
reveal that 99% success rate is possible without the use of
the heuristics and nearly 98.5% success can be obtained
when the heuristics is used. We thus conclude that great
time savings are possible without decreasing the perfor-
mance below an acceptable level.

The organization of the paper is as follows: Section 2
explains the proposed perception models and methods,
the heuristics, the free word order implementation, and
some issues specific to e-mail classification. Section 3 com-
bines the models of the previous section. Section 4 gives the
details of the data sets used in this work, explains the
details of the experiments, and comments on the results.
Section 5 is for the conclusions.

2. Perception models and n-gram methods

In this work, we aim at devising methods with low time
complexities, without sacrificing performance. The first
attempt in this direction is forming simple and effective
methods. The methods proposed are based on the n-gram
approach, which is used frequently to model phenomena
in natural languages. We develop two simple variations
of this approach, which yield high performance ratios for
filtering spam messages.

The second attempt in this direction is exploiting the
human behavior in spam perception. Whenever a new
e-mail is received, we just read the initial parts of the
message and then decide whether the incoming e-mail is
spam or not. Especially in the spam case, nobody needs to
read the e-mail till the end to conclude that it is spam; just
a quick glance might be sufficient for our decision. We
simulate this human behavior by means of a heuristics,
which is referred to as the first n-words heuristics. According
to this heuristics, considering the first # words of an incom-
ing e-mail and discarding the rest can yield the correct class.

In this section, we first explain some issues about the
preprocessing phase. This is followed by a detailed expla-
nation of the methods and the underlying models. Then
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we discuss the implementation of the free word order prop-
erty of Turkish using the proposed methods. We conclude
the section by the explanation of some e-mail specific prop-
erties included in the methods.

2.1. Parsing phase

In this phase, Turkish e-mail messages were first con-
verted into a suitable form for processing. Then the words
were analyzed by a morphological module. The root forms
and the surface forms of the words were used in different
data sets, as will be detailed in Section 4.1.

One of the conversions employed was replacing some
words and phrases belonging to a group with a representa-
tive pattern. For instance, all numeric tokens were repre-
sented with the special symbol “num” (e.g., the phrase 5
vildir (for 5 years) changes into num yildwr (for num years)).
This has the effect of reducing the dimensionality and map-
ping the objects belonging to the same class to the represen-
tative instance of that class. Initial tests have shown an
increase in the success rates under this conversion. Another
issue that must be dealt with arises from the differences
between Turkish and English alphabets. Turkish alphabet
contains special letters (‘¢’,’g’,’1’,’6’,’s’,’t’). In Turkish
e-mail messages, people frequently use ‘English versions’
of these letters (‘c’,’g’,’1’,’0°,’s’,’u’) to avoid from character
mismatches between protocols. During preprocessing,
these English letters were replaced with the corresponding
Turkish letters. This is necessary to arrive at the correct
Turkish word. This process has an ambiguity, since each
of such English letters (e.g., ‘c’) either may be the correct
one (since those letters also exist in Turkish alphabet) or
may need to be replaced (with ‘¢’). All possible letter com-
binations in each word were examined to determine the
correct Turkish word.

Following these conversions, the root forms of the
words were extracted using the PC-KIMMO system (Ofl-
azer, 1994). PC-KIMMO is a morphological analyzer
based on the two-level morphology paradigm and is suit-
able for parsing in agglutinative languages. One point is
worth mentioning here. Given an input word, the analyzer
outputs all possible parses of the word (it is common to
have more than one parse due to the complex morphology
of the language). Obviously, the correct parse can only be
identified by a syntactic (and possibly semantic) analysis.
Lacking such components, in this research, the first output
was simply accepted as the correct one and used in the
algorithms. It is possible to choose the wrong root in this
manner. Whenever the system could not parse the input
word (e.g., a misspelled word or a proper name), the word
itself was accepted as the root.

2.2. Class general perception (CGP) model
The class general perception (CGP) model groups the

e-mail messages in two classes: the spam class and the legit-
imate class. This is the traditional approach used in spam

filtering. The goal of the perception model is then, given
an incoming e-mail, to calculate the probability of belong-
ing to the spam class and the probability of belonging to
the legitimate class, namely P(spam|e-mail) and P(legiti-
mate|e-mail). Let an e-mail be represented as a sequence
of words in the form E = w;w, ... w,. According to Bayes
rule

P(E|spam)P(spam)
P(E) (1)

P(spam|E) =

and, similarly for P(legitimate|E). Assuming that
P(spam) = P(legitimate) (which is the case here due to
the same number of spam and legitimate messages) and
using the fact that P(FE) is independent of the class, the
problem reduces to the following two-class classification
problem:

spam, if P(E|spam) > P(E|legitimate)

Decide{ .. (2)
legitimate,

otherwise

One of the least sophisticated but most durable of the
statistical models of any natural language is the n-gram
model. This model makes the drastic assumption that only
the previous n — 1 words have an effect on the probability
of the next word. While this is clearly false, as a simplifying
assumption it often does a serviceable job (Charniak,
1997). A common n is three (hence the term trigram). This
means that

P(wilwy, ... wist) = P(wilwiz, wiy) (3)

for a word w;. So the statistical language model becomes as
follows (the right-hand side equality follows by assuming
two hypothetical starting words used to simplify the
equation):

Plwr,) = P(w)P(wslon) [ POwlwi w11

n

= HP(Wi|W,',2,W,;1) (4)

i=1

Bayes formula enables us to compute the probabilities of
word sequences (w;...w,) given that the perception is
spam or legitimate. In addition, n-gram model enables us
to compute the probability of a word given previous words.
Combining these and taking into account n-grams for
which n < 3, we can arrive at the following equations
(where C denotes the class spam or legitimate):

number of occurrences of w; in class C

P i C = - 5
(wi]C) number of words in class C (5)
number of occurrences of w;_; w; in class C
P(W;|Wi,1,C): <
number of occurrences of w;_; in class C
(6)
P(W5|Wi72,Wi71,C)
_ number of occurrences of w;_ow;_;w; in class C )

number of occurrences of w;_, w;_; in class C
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A common problem faced by statistical language models is
the sparse data problem. To alleviate this problem, several
smoothing techniques have been used in the literature
(Charniak, 1997; Manning and Schiitze, 2002). In this
paper, we form methods by taking the sparse data problem
into account. To this effect, two methods based on
Egs. (5)—(7) are proposed. The first one (referred to as
Method-1) uses the following formulation:

P(CIE) = (/ﬁ[P(wJC) + P(wilwi_1,C) + P(wi|wi_2,w;i_1,C)]

(8)

The unigram, bigram, and trigram probabilities are totaled
for each word in the e-mail. In fact, this formula has a sim-
ilar shape to the classical formula used in HMM-based
spam filters. In the latter case, each n-gram on the right-
hand side is multiplied by a factor 4; 1 < i< 3, such that
Z?:Vli = 1. Rather than assuming the factors as prede-
fined, HMM is trained in order to obtain the values that
maximize the likelihood of the training set. Training a
HMM is a time consuming and resource intensive process
in the case of high dimensionality (i.e., with large number
of features (words), which is the case here). In spam filter-
ing task, however, time is a critical factor and processing
should be done in real time. Thus we prefer a simpler
model by giving equal weight to each factor.

The second method (referred to as Method-2) is based
on the intuition that n-gram models perform better as n
increases. In this way, more dependencies between words
will be considered; a situation which is likely to increase
the performance. The formula used is as follows:

picie) = ([T n )

where
Pwi|lwia,wiq,C), if P(ww, 2, w;1,C) #0
P(wilw;_1, C), if P(w;lw;_1,C) #0

= and P(w;|w;_p,w;_1,C) =0
P(wi|C), otherwise

(10)

As can be seen, trigram probabilities are favored when
there is sufficient data in the training set. If this is not the
case, bigram probabilities are used, and unigram probabil-
ities are used only when no trigram and bigram can be
found.

It is still possible that the unigram probabilities may
evaluate to zero for some words in the test data, which
has the undesirable effect of making P(C|E) equal to zero.
The usual solution is ignoring such words. Besides this
strategy, we also considered another one, which minimizes
the effect of those words rather than ignoring them. This is
achieved by replacing the zero unigram value with a very
low value &. Both of the methods mentioned above (Egs.

(8) and (9)) were applied with each of these two variations
for sparse data problem.

Another common approach for smoothing is using back
off and discounting techniques (Clarkson and Rosenfeld,
1997; Manning and Schiitze, 2002). The idea is redistribut-
ing some probability mass from the n-grams that exist in
the training data to those that are missing, thus guarantee-
ing that all n-gram probabilities become non-zero. We
leave incorporating this variation of smoothing, which
involves determining a suitable discounting method, into
the methods and comparing its effect with other smoothing
approaches as an area for future research.

Since Egs. (8) and (9) are nth root of the product of n-
gram probabilities, they yield normalized perception scores
that do not correlate with n. For instance, independent of
the number of words in a message, ¢ < P(C|E)< 1 for
Eq. (9) when the second approach is used for sparse data.

2.3. E-mail specific perception (ESP) model

In e-mail specific perception (ESP) model, each e-mail is
considered as a separate class, in contrast to CGP model
where we have only two generic classes. The goal is to find
the similarity of an incoming e-mail to the individual mes-
sages in the data set. The e-mail is classified as spam (legit-
imate) if its content is more similar to the contents of some
of the spam (legitimate) messages than the contents of all
the legitimate (spam) messages. The difference from CGP
model is that we do not take an average of the similarity
for the whole spam or legitimate class, instead we consider
a few most similar messages and decide on the class of the
incoming e-mail based on these. The intuition behind this
model is that people frequently receive (especially spam)
messages with same or similar content. In such cases, the
correct class of a message can be determined by matching
it with a highly similar previous message.

Let E=w;w,...w, denote an e-mail as before and let
Cy denote the class (e-mail) k, where k ranges over the mes-
sages in the training set. Then the equations for calculating
the probability under the two methods that E belongs to
any Cj; will be the same as Egs. (5)—(10), except that C is
replaced with C;. However, in this case since we have more
than two classes, we cannot arrive at a decision by simply
comparing their probabilities, as in Eq. (2). Instead, we
make the decision by taking the highest 10 scores and using
a voting scheme as follows:

10
Decide Spam, if ; Coefmax(i) ’ P(Cmax(i)‘E) >0

legitimate, otherwise

(11)

where max(i), 1 <i< 10, corresponds to k for which
P(Cy|E) is the largest i’th probability, and coefax; is 1 if
Chax() 1s spam and —1 otherwise. In short, among the 10
classes (e-mail messages) having the highest scores, Eq.
(11) sums up the scores of spam classes and the scores
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of legitimate classes, and decides according to which is
larger.

The ESP model can be regarded as an application of the
k-nearest neighbor (k-NN) algorithm to spam filtering
problem. K-NN has the desired property that the error rate
can be guaranteed to lie below an upper bound as the data
size increases and it usually leads to good performance in
practice (Duda et al., 2001; Mitchell, 1997). The major
drawback of this approach is its high time complexity
due to its instance-based nature: a given instance is com-
pared with each instance in the training set according to
a similarity measure. Therefore, it is not suitable by itself
for a real-time application like spam filtering. We thus
use ESP model in conjunction with CGP model in such a
way that it increases the performance without causing a sig-
nificant time overhead, as will be explained in Section 3.

2.4. Free word order in Turkish

In the n-gram model, the words within the context of a
given word have a fixed order. For instance, when calculat-
ing the trigram probability P(w;w;_», w;_1), only the
sequence w;_» w;_; w; within the text is taken into account
and all other combinations of these three words are consid-
ered irrelevant. While this strategy is appropriate for fixed
order languages like English, it may be worthwhile to take
different orderings of the words into account in the case of
the so-called free word order languages like Turkish. The
assumption is that although a word sequence may appear
in different orders within the messages of a class, using
them together (in any order) is a good indication for that
class.

Although Turkish is regarded as a SOV (subject—object—
verb) language, it is a free word order language and all of
the six permutations of these three categories are grammat-
ical and frequently used (Erguvanli, 1984). The word
orders other than the canonical SOV pattern serve prag-
matic and semantic purposes. In (Slobin and Bever,
1982), the frequencies of six orders were determined from
500 utterances of spontanecous speech. It was found that
only 48% of these utterances were in the main SOV order
and each order was used in some context.

When we relax the fixed order condition for the n-gram,
the number of possible combinations increases rapidly as n
increases. For the word w; in an e-mail E, we obtain one
unigram, four bigrams, and six trigrams:

P(wi|C)

P W1|W1 15 )a BiZ :P(Wilwi—Z;C)

=P Wi 1|Wl7 ); Bi4:P(Wi72|Wi;C)
(12)
Tp= P(Wi|wi—lvwi—2a C)a

T,-4 = P(Wi_l |Wi> Wi-2, C)a

(

(

Ty = P(wi|wi_a, Wiy, C),

T —P(w, Wiz, wi, C),
P(

wia|wii1,wi, C),  Tig = P(wia|wi, wi1, C)

We then use the following form of Eqgs. (8) and (9):

P(CIE) = ¢ TV, + B (i) + T ()] (13)

i=1

P(CIE) = ,/Hnm (14)

where Bpax(;) 18 the maximum of the four bigram probabil-
ities, Tmax(; 18 the maximum of the six trigram probabili-
ties, and #max Is similar to Eq. (10) except that
maximums of n-grams are used instead of individual prob-
abilities. The equations for the ESP model can be written
analogously.

2.5. Additional information provided by e-mail messages

Spam e-mail filtering is basically a document classifica-
tion problem with two classes. In this problem, the texts
within the documents are analyzed in order to decide on
the correct class. In addition to raw text contents, e-mail
messages include some specific information like sender and
recipient addresses, ISP path, attached files, and so on. These
data can be exploited by a spam filter to improve its final
decision and are in fact used by current successful filters.

There are various ways of incorporating such mecha-
nisms within a content-based filter (Feinstein, 2004; Good-
man, 2004; Haskins and Nielsen, 2005; Poteet, 2004). The
earliest and still the most widely used mechanism is com-
parison of sender address with static lists: whitelists, black-
lists, and personal address book of the user. In addition to
e-mail addresses, whitelists and blacklists can also be
formed for other types of data such as server names,
domains, and IP addresses. Although this is a static
approach, it has a significant contribution to the success
rates. In some spam filters, in addition to the individual
words, some attributes of the text contents of the messages
are also taken into account. Some form of pattern match-
ing is performed using regular expressions, misspellings (a
common technique used by spammers) are tried to be iden-
tified (Lee and Andrew, 2005), and colors and attachments
are given special treatment. Another common method of
determining the legitimacy of a message is to perform
header checking. The header part of an e-mail holds the
basic (and low level) information about the journey of
the e-mail over the Internet. The header can be analyzed
to determine whether the sender/recipient addresses, DNS
entries, and RFC (Request for Comments) status are valid.
Distributed collaborative filtering (DCF) aims at identify-
ing the spam messages by associating a unique checksum
to each message and counting how many times it is sent.
If the count for a particular checksum (e-mail) is high, it
is probably a spam message. Another method is sender ver-
ification, where the sender of a message is requested to
prove that he/she is not a spammer. Some of the
approaches for sender verification are challenge-response
systems, disposable e-mail addresses, and sender compute
model.
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In this paper, we enrich the proposed models by taking
into account some of the properties peculiar to e-mail mes-
sages. Although the main concern in this research is deter-
mining the success of some learning paradigms on e-mail
texts, such additional mechanisms can help to improve
the performance of the system. Spam filtering is a practical
application area and we aim at obtaining the most effective
algorithms. Among the approaches mentioned above,
those that require a global view of the e-mail traffic (such
as IP checking, DCF, sender verification) are outside the
scope of this research and can only be implemented on a
real application. In this respect, we make use of two prop-
erties of e-mail messages. First, we simulate the whitelisting
(including personal address book) and blacklisting con-
cepts by comparing the sender address of an e-mail with
those in the training set. The sender of a message can give
important clue in finding the correct class of the message.
This is especially true for legitimate messages, since nearly
all of the messages received from known people are legiti-
mate. On the other hand, spam messages usually originate
from different addresses (though the contents may exactly
be the same), thus analysis of sender addresses may not
add to the spam score. But, there are also spam messages
that are sent from particular addresses and these can be
identified more easily with address information. To this
effect, assuming that the address of the sender of e-mail £
is adr, Egs. (8) and (9) for the CGP model are modified
as follows:

P(C|E)

= I\j <H[P(w,-C)+P(W,-|w,-1,C)+P(wl-|w,-2,wi1,C)]> *VEC

i=1

(15)
P(CIE) ="\ (16)
where
number of e-mails sent by adr in class C
YEc = (17)

number of e-mails in class C

The equations indicate that the yzc factor acts like the
n+ 1'th word of the message. In the case that y ¢ evalu-
ates to zero for a message E, we replace it with a very
low value &, similar to the case explained in Section 2.2.
The Egs. (13) and (14) for the free word order case are
modified analogously.

Another property that distinguishes e-mail messages
from text documents is the use of punctuation symbols
and some special symbols (e.g., !, @, 2, !, $). We noted that
such character sequences frequently occur in spam mes-
sages. Thus, unlike typical document classification tasks,
these symbols have not been ignored and they were treated
as words. All the experiments in the paper were performed
by taking the sender addresses and the special symbols into
account. When compared with the results of the experi-

ments without these modifications, a slight improvement
in performance of about 0.20% on the average has been
obtained. We have repeated the experiments by also includ-
ing the recipient addresses (“to” and ““cc” fields of mes-
sages), in addition to the sender information, in Egs. (15)
and (16) in a similar manner. However, the results did
not show an improvement on the success rates. This may
be due to the fact that both spam messages and legitimate
messages are sent to the same destinations, and thus recipi-
ent addresses do not act as a discriminative feature. Also,
taking recipient addresses into account causes some
increase in execution time, since a single message may have
several recipients.

3. Combined perception refinement (CPR)

The time complexity of ESP model is high since it con-
siders each e-mail in the training set as a separate class and
calculates a score for each. Thus it does not seem appropri-
ate as a time-efficient spam filtering algorithm by itself. In
addition, we observed that the ESP model can find the cor-
rect class of some messages misclassified by the CGP
model. Based on these, we form a refinement of the two
models, named as combined perception refinement
(CPR), in which the ESP model assists the CGP model
when the latter is not certain enough. This is a two step
decision process. In the first step, the CGP model decides
on the class of the messages for which the ratio of spam
and legitimate probabilities exceeds a threshold. In the sec-
ond step, the rest are further processed by the ESP model in
order to arrive at the final decision.

In order to implement this approach, we divide the data
set into training, validation (development), and test sets.
The validation set (VS) is used to determine the boundaries
of the uncertain region (the region containing the messages
where CGP cannot make a decision). The upper bound and
the lower bound for this region are found as follows:

fus = max{max{f(E) : E € VS and F is spam}, 1}
fip = min{min{f(E) : E € VS and E is legitimate}, 1 }
(18)

where f{ E) gives the ratio of legitimate and spam probabil-
ities for e-mail E:

_ P(legitimate|E)

S(E) = P(spam|E) (19)

fug corresponds to the ratio for the spam e-mail which
seems “‘most legitimate”, i.e., the spam e-mail for which
the method errs most. If fiyg is 1, there is no uncertainty
about spam messages and all have been identified correctly.
Similarly, f;g corresponds to the ratio for the legitimate
e-mail which seems “most spam”. If fi g is 1, there is no
uncertainty about legitimate messages.

As an example, Fig. 1 shows the ratios (in natural loga-
rithm for better visualization and in descending order)
obtained using Method-2 (see Section 2.2). The upper
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Fig. 1. Ratios of legitimate and spam probabilities and the uncertain region (CGP, T-RF, Method-2, 100 validation e-mails, first 50-words).

and lower bounds were found as In(fyg)=0.57 and
In(fLg) = — 0.38 from the validation set. The messages on
the left of the fup point were classified as legitimate and
the messages on the right of the fi g point were classified
as spam by the CGP model. The 23 messages between these
two points (the uncertain region) were reprocessed by the
ESP model. In this specific example, among these 23 mes-
sages, 3 misclassifications were corrected and none of the
correct classifications was changed.

4. Experiments and results
4.1. Data sets

Two data sets for Turkish messages and English mes-
sages were compiled from the personal e-mail messages of
one of the authors. Below we explain the compilation pro-
cess of Turkish data set (English data set was processed in
a similar manner). The initial size of the data set was about
13,000 messages, of which 32% were spam. The data set was
then refined by eliminating repeating messages, messages
with empty contents (i.e., having subject only), and
‘mixed-language’ messages (i.e., Turkish messages includ-
ing a substantial amount of English words and phrases).
Note that not taking repeating messages into account is a
factor that affects the performance of the filter negatively,
since discovering repeating patterns is an important dis-
criminative clue for such algorithms. It is a common style
of writing for Turkish people including both Turkish and
English words in a message. An extreme example may be
a message with the same content (e.g., an announcement)
in both languages. Since the goal of this research is spam fil-
tering for individual languages, such mixed-language mes-
sages were eliminated from the data set.

In order not to bias the performance ratios of the algo-
rithms in favor of spam or legitimate messages, a balanced
data set was formed. To this effect, the number of spam
and legitimate messages was kept the same by eliminating
randomly some of the legitimate messages. Following this
step, 1840 messages were obtained for each of the four cat-
egories: Turkish spam messages, Turkish legitimate mes-
sages, English spam messages, and English legitimate
messages.

A data set consisting of 3680 (spam and legitimate) mes-
sages can be considered as sufficient for spam filtering task.
The size of the data sets used in previous works range from
300 messages to about 4000 messages (e.g., Deepak et al.,
2006; Delany et al., 2005; Moon et al., 2004; Sahami
et al., 1998; Sakkis et al., 2003). In some of these, the data
set was divided evenly between spam and legitimate mes-
sages, while in the rest this property was not taken into
account.

In addition to studying the effects of spam filtering
methods and heuristics, the effect of morphological analysis
was also tested for Turkish e-mail messages. For this pur-
pose, Turkish data set was processed by a morphological
analyzer and the root forms of words were extracted. Thus
three data sets were obtained: E-SF (3680 English e-mail
messages with words in surface form), 7-SF (3680 Turkish
e-mail messages with words in surface form), and 7-RF
(3680 Turkish e-mail messages with words in root form).
From each of the three data sets, six different data sets were
formed randomly, each having the same number of spam
and legitimate messages: 600, 1200, 1800, 2400, 3000, and
3680 (all) messages. This grouping was later used to
observe the success rates and execution times with different
sample sizes. Finally, in each execution, the effect of the
first n-words heuristics was tested using five different n val-
ues (10, 25, 50, 100, and All) and also the effect of using
only the subject (title) field (S) of the messages was tested.

It is possible that a balanced data set may not correctly
reflect the current situation in e-mail traffic. There is an
exponential increase in the number of spam messages.
The ratio of spam messages to all messages was estimated
by several researchers. To cite a few: 40% in 2002 and
50% in 2004 (Garcia et al., 2004), 50% in 2003 (Dwork
et al., 2003), 80% in 2005 (Carpinter, 2005), and 85% in
2005 (MAAWG, 2005). Zhang et al. (2004) reported that
spam message number has increased six times during the
period 2002-2004 and it was mentioned in (Spira, 2003)
that the cost of spam to companies doubles each year.
These figures indicate that the number of spam messages
has reached the number of legitimate messages during
2003-2004 and currently more than 90% of e-mail traffic
is spam. In order to test the effect of the ratio of spam
and legitimate messages over the success rates, we compiled
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three additional 7-RF data sets: 7-RFa (2760 legitimate e-
mail messages and 920 spam e-mail messages), 7-RFb (920
legitimate e-mail messages and 2760 spam e-mail mes-
sages), and 7-RFc (380 legitimate e-mail messages and
3300 spam e-mail messages). Note that the total number
of messages in each data set is 3680 while the ratio of spam
messages changes (25%, 75%, and 90%, respectively). The
data sets were formed by removing some of the messages
from 7-RF and by adding new messages compiled in the
same way as explained at the beginning of the section.
For instance, 7-RFa consists of all legitimate messages in
T-RF, 920 new legitimate messages, and 920 spam mes-
sages selected randomly from 7-RF. Finally, these ratios
were maintained in the data set sizes used to observe the
effect of different sample sizes on the performance (e.g.,
the data set with 600 messages obtained from 7-RFa con-
tains 450 legitimate messages and 150 spam messages).
The success rate was measured as the number of (legiti-
mate and spam) messages classified correctly divided by the
total number of (legitimate and spam) messages. In each
execution, the success rate was calculated using cross vali-
dation. The previously shuffled data set was divided in such
a way that 7/8 of the messages were used for training (in
the case of CPR model, 6/8 for training and 1/8 for valida-
tion) and 1/8 for testing, where the success ratios were gen-
erated using eightfold cross validation. Experiments were
repeated with all models, methods and their variations.
In the remainder of this section, we give the success rates
and time complexities. Some values of the parameters (data
set size and first n-words) which do not show significant
differences from other parameter values will not be
included in the figures in order not to clutter the figures.

4.2. Experiments and success rates

In the first experiment, we aim at comparing the success
rates of the two methods and also understanding the effect
of the first n-words heuristics, the data size, and the subject
field. The experiment was performed using the CGP model
on the English data set. The result is shown in Fig. 2 as a
function of data set size and first n-words parameters.
The methods have similar performances. However, the sec-
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ond method (preferring trigrams and bigrams whenever
possible) seems superior in the case of high dimensionality
(i.e., with increased number of messages and initial words)
whereas the first method slightly outperforms in the oppo-
site case. We can comment this result as follows: As more
data is available, the possibility of finding common tri-
grams in each class increases and they help in identifying
the correct class, but the same unigrams (individual words)
tend to appear in both types of message and they loose
their discriminative effect. On the other hand, with less
data, it is less probable to find the same words in different
classes and thus unigrams have more discriminative power.
We also see from the figure that for the English data set,
the performance (average performance of spam and legiti-
mate messages) goes above 97% under the CGP model
(97.80% in the best case). The two solutions against the
sparse data case (see Section 2.2) do not show a significant
difference; thus hereafter we will only display the results
obtained using the first approach (ignoring unseen words).

Considering the effect of the first n-words heuristics, we
observe that the success is maximized when the heuristics is
not used (all-words case). However, beyond the limit of 50
words, the performance lies above 96% (96.61% in the best
case). We can thus conclude that the heuristics has an
important effect: the success rate drops by only about 1%
with great savings in time (see Fig. 8). We also observe a
rapid learning rate in terms of the size of the data set.
For instance, about 95% success can be achieved with only
600 messages. Other experiments (not shown here) indi-
cated that this success rate can be obtained with even smal-
ler data sets (300-400 messages).

An interesting observation is that when only the subject
field of the messages is used, a considerable success rate can
be obtained with small data sets and the success drops reg-
ularly as the size of the data set increases. The average
number of words in subject field was 3.54 for English mes-
sages. In order to understand whether the high success rate
has a relation with this small word number, the experi-
ments were repeated with 3 initial words of the messages
(i.e., n=23 for first n-words heuristics). However, the
results were quite low. Thus we conclude that the high suc-
cess rate originates from the characteristics of the subject
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Fig. 2. Success rates of the methods (CGP, E-SF).
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field, the contents of which include highly discriminative
words. On the other hand, the decrease in the success with
larger data sets may be attributed to the fact that as the
number of messages increases, the number of common
words in the legitimate and spam classes also increases.
These results can be compared with the work of Moon
et al. (2004), where only the subject field of the messages
were taken into account. They experimented with varying
data sizes and obtained performances between 95% and
98%. The filter reached the peak performance with 400-
500 messages and the performance decreased regularly as
the number of messages increased.

In the next experiment, we applied the algorithms to the
Turkish data set 7-RF in order to observe the performance
of Turkish spam filtering. The result is shown in Fig. 3
(only the second method is displayed). The maximum suc-
cess rate is about 97%, obtained when all the messages and
all the words are used. This signals a significant improve-
ment over the previous results for Turkish spam filtering.
The success in Turkish is a little bit lower than that in Eng-
lish. This is an expected result due to the morphological
complexity of the language. The fact that Turkish e-mail
messages include some amount of English words (although
the data set was cleaned as explained in Section 4.1) also
affects the results. Both of these have the effect of increasing
the dimensionality of the word space and thus preventing
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capturing the regularities in the data. As in the case of
the English data set, the effect of the heuristics, the rapid
learning rate, and the importance of subject words are
explicit in the figure.

The next experiment measures the effect of morphologi-
cal analysis on spam filtering. Fig. 4 compares (average
success rates of) 7-RF and 7-SF data sets. 7-RF causes
an increase in performance when the data size is small or
when the first n-words heuristics is employed, but this effect
disappears as the number of words increases. In (Ozgiir
et al., 2004), it was concluded that morphological analysis
always increases the performance. The difference between
the two works comes from the difference between the meth-
odologies used. Though a small subset of the words (a fea-
ture set) was selected in the mentioned work, in this
research we take all the words into account. Morphological
analysis does not seem effective when more words are used,
whereas it increases the performance when fewer words are
used (thus, our first n-words heuristics roughly corresponds
to the feature set concept in (Ozgiir et al., 2004)). This may
originate from two factors. First, using only the root and
discarding the affixes causes a loss of information (which
is an important type of information in agglutinative lan-
guages). Second, since a surface form usually gives rise to
more than one root form and one of the root forms is
selected randomly, the algorithms may choose the wrong
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root. As the number of words increases, both of these may
increase the number of common words that occur in both
types of e-mail, i.e. the distinguishing power of some words
may decrease.

In order to observe the effect of selecting the wrong root
among the possible root forms of a word on the perfor-
mance, another experiment was performed on a subset of
the data set. The subset of the 7-RF data set consisting
of 600 e-mail messages was analyzed and the root forms
determined by the PC-KIMMO system were manually cor-
rected. The success rates of the CGP model with the man-
ually corrected data set are shown on the left part of Fig. 4
(T-RF (corrected)). There is an increase in success for all
initial word numbers and the situation is similar for both
legitimate messages and spam messages. The results indi-
cate that the success of the morphological analyzer has a
direct influence on the success of the spam filter for agglu-
tinative languages. Testing the validity of this hypothesis
for larger (and more realistic) data set sizes is an area for
future work. This necessitates morphological analyzers
with performances much higher than the one used in this
research and currently there exist such systems with more
than 98% correctness for Turkish (e.g., Sak et al., 2007)
(the accuracy of the analyzer used in this research was
about 90%).

The next experiment tests whether incorporating the free
word order property of Turkish into the methods contrib-
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utes to the performance. Fig. 5 shows that it does not
increase the performance in general: it has a positive effect
on success with some parameter values, but it causes a
decrease in success with some other parameter values.
The change in the success rates when compared with the
original methods does not seem to follow a particular pat-
tern and it seems random. This is an unexpected result. One
reason may be that although e-mail messages can be con-
sidered as a kind of text, they contain different features
than natural language texts and have different statistical
attributes. So they do not form good examples of regular
Turkish texts. In addition, the free word order approach
used in this work is limited to a window of three consecu-
tive words and does not take long-distance (non-local)
dependencies within a sentence into account. For instance,
in SOV and OSV forms of a sentence, the head words of
the subject and object typically appear several words apart
from each other. How to make use of the free word order
property in spam filtering is an area for future research.
As stated in Section 3, the CPR model is a refinement of
the CGP model where e-mail specific perception is used
within the uncertain region. We do not apply the ESP
model by itself to spam filtering because of its high time
complexity, instead we use it in combination with CGP.
Fig. 6 shows the success rates under the CPR model and
compares it with the CGP model. The figure indicates a
definite increase in performance for 7-RF data set and
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Table 1

Error reduction obtained with CPR (Method-2, 3680 e-mails)

T-RF S 10 25 50 100 All
CGP model 9342 9256 9487 9579  96.58  96.99
CPR model 95.07 93.12 9570 97.61 9832  98.10

Performance gain 1.65 0.56 0.83 1.82 1.74 1.11
Error reduction 25.08 7.53  16.18 4323  50.88  36.88

T-SF
CGP model 9378 91.66 9481 9568 97.04  97.00
CPR model 9512 93.01 9582 9692 9839  98.12

Performance gain 1.34 1.35 1.01 1.24 1.35 1.12
Error reduction 21.54  16.19 1946 28.70 4561  37.33

E-SF
CGP model 88.29 9343 9467 96.01 9729  97.26
CPR model 90.02  93.76  96.27  98.03  98.78  98.95

Performance gain 1.73 0.33 1.60 2.02 1.49 1.69
Error reduction 14.77 5.02  30.02 50.63 5498  61.68

the same situation occurs with the other two data sets as
well. In order to see more closely the highly positive effect
of the CPR model on the success rates, Table 1 displays the
CGP and CPR runs with the data size 3680 for each data
set. We observe a significant error reduction of 30% on
the average with the CPR model. The same situation
occurs with all other parameter values. Also the success
rates in this research reach their maximum values under
this model: nearly 99% for English and above 98% for
Turkish. So we conclude that the combined perception
model achieves a quite high success rate with a low time
complexity.

In the next experiment, the effect of the ratio of spam
and legitimate messages over the success rates was tested.
The CPR model was applied to the data sets 7-RFa,
T-RFb, and T-RFc (3680 Turkish e-mail messages with
words in root form and with varying numbers of spam
and legitimate messages) and the results were compared
with 7-RF data set. Fig. 7 shows the results (7-RFb is
omitted). We observe that none of the data sets seems to
have superior results than the others for all cases. The data
sets containing more legitimate messages (7-RF and
T-RFa) have lower success rates than the other data sets

when the size of the data set is small, but their success rates
are improved and exceed the others as the data set size is
increased. A detailed analysis of the individual messages
reveals the reason of this observation: When the data size
is small, an increase in the number of spam messages has
a significant influence on spam success rate, whereas an
increase in the number of legitimate messages has a less sig-
nificant influence on legitimate success rate. Most of the
common patterns in legitimate messages have already been
learned and thus additional legitimate messages do not add
much to the legitimate score. But the contents of spam mes-
sages are more diverse and adding new spam messages to
the data set improves the spam score. For instance, 7-
RFc shows better performance than 7-RFa with 600 mes-
sages, since it contains much more spam messages. On the
other hand, as the data size increases, the positive effect of
adding new spam messages on the spam score diminishes.
Since the spam score is usually less than the legitimate
score, the data sets having more legitimate messages (where
the success rate is dominated by the legitimate score) shows
better performance than those having more spam mes-
sages. Thus we conclude that, considering the overall suc-
cess rate, the ratio of legitimate and spam messages that
will be included in a data set should depend on the size
of the data set.

In the domain of spam filtering, false positive (classify-
ing a legitimate e-mail incorrectly as spam) is a more seri-
ous error than false negative (classifying a spam e-mail
incorrectly as legitimate). Thus the accuracy on legitimate
messages should be as high as possible. In our experiments,
this situation implies the use of data sets in which the num-
ber of legitimate messages is much larger than the number
of spam messages. However, as discussed in Section 4.1,
the spam messages form the majority of e-mail traffic
today. This may seem as a negative factor on the success
of the methods proposed in this paper. However, we do
not think that this is a serious restriction, since quite high
success rates are achievable with data sets including
1500-2000 legitimate messages and this number of
legitimate messages can easily be compiled by an average
user.
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4.3. Time complexities

The execution time is a function of the number of e-mail
messages and the initial number of words. The times
(including preprocessing, training, and testing) for three
variations of Method-2 are shown in Fig. 8 (the curves
for Method-1 are similar). We can interpret this figure from
two points of view. First, we look at the effect of the first
n-words heuristics on time complexity. As the number of
initial words increases, the time complexity increases
exponentially. This increase reveals itself more clearly for
large sample sizes. Second, we compare the performances
of the models relative to each other. The CGP model where
decisions are based on data from just two classes is superior
to the CPR model where some of the decisions must be
based on analyses of individual messages. However, the
time difference is not significant and there is an increase
of only 10-15% on the average. This is due to the fact that
the CPR model resorts to e-mail specific perception only
for a small portion of the test data set. Another reason is
that, although all the messages in the training set are pro-
cessed for each message in the uncertain region, comparing
two e-mail messages takes much less time than comparing
an e-mail message with all messages in the training set. As a
result, the time increase in the CPR model arises from a
second processing step for a small number of messages.
As an example, Table 2 compares the execution times of
the two models for data set size 3680.

The ESP model, on the other hand, has the worst time
complexity due to the reasons explained before. When
the free word order property is included in the models,
the execution times suddenly increase 4-5 times (not shown
on the figure). This is as expected since all possible word

Table 2
Comparison of execution times for CGP and CPR (7-RF, Method-2, 3680
e-mails)

S 10 25 50 100 All
CGP model (s) 58 420 1520 6800 13031 65281
CPR model (s) 68 452 1691 8007 14874 75182
Time increase (%) 17.24  7.62 11.25 17.75 14.14 15.17

orders within a window of size three for each word are
analyzed.

4.4. Comparison with previous work

Different types of classifier are successfully being used in
text classification and spam filtering domains. A study
which uses an n-gram model similar to the one in this paper
was given in (Moon et al., 2004). In that work, only the
subject (title) of messages were considered and an n-gram
indexing method was applied to extract character
sequences. These index terms were then processed by
SVM using three different kinds of kernel function. The
radial kernel outperformed the others and a success rate
of about 98% was achieved. The proposed method was also
compared with Naive Bayes and k-NN filtering and the
authors have argued that it was superior to both of them,
especially in terms of recall measures. Kolcz and Alspector
(2001) analyzed several cost-sensitive solutions by using a
SVM as the base classifier. They have accepted the config-
uration where all misclassification costs are treated equally
as the baseline. Success rates up to 98% were obtained with
different parameter adjustments. An interesting aspect of
the work was assigning different costs to different types
of message, rather than the usual approach of using only
class-specific costs.

The work by Drucker et al. (1999) studies the use of
SVMs for spam filtering and compares it to three other
methods: a rule-based method, a method based on tf-idf
metric, and a boosting algorithm. SVM with binary fea-
tures and boosting with term-frequency features showed
the best performances (around 98%). The authors have
observed that all the features should be used rather than
a subset due to the time complexity of finding an optimum
set of features. This may seem acceptable for SVM since its
performance does not decrease much when too many fea-
tures are used. An analysis of several supervised spam
detection algorithms was given in (Michelakis et al.,
2004). In this work, Bayesian, SVM, and boosting filters
showed better performances than other classifiers. Among
these three, Bayesian filter gave the best results. Tuttle
et al. (2004) also investigated these three algorithms with
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varying parameter values. Naive Bayes and SVM were
found to have similar performances (about 97-98%), while
the success rate of boosting was slightly lower. It was stated
that the performance differences were not statistically sig-
nificant. It was also concluded that the peak performance
occurs using a data size of 400 messages.

Genetic programming was also employed to spam filter-
ing (Oda and White, 2003). Although the false positives
rate was bounded by 1%, the overall success of the system
was not as high as expected (about 90%). In (Sakkis et al.,
2003), a memory-based learning system taking the mis-
classification costs into account was used on a publicly
available corpus. The system showed about 89% recall
and 97% precision under the best configuration. Garcia
et al. (2004) compared six popular spam filters based on
different techniques. The performance ratios were found
to be ranging between 90% and 99%, and it was determined
that genetic algorithm based filters and Naive Bayesian fil-
ters outperform the others.

We observe that various types of classifier have been
employed in spam filtering research. Among these, Naive
Bayes, SVM, and boosting seem as the top classifiers. It
is usually difficult to make a direct comparison between dif-
ferent studies due to the use of different data sets and dif-
ferent parameter adjustments. In order to compare the
methods proposed in this paper with those in the literature,
we have chosen two representative methods which were
proved their successes in the spam filtering domain and
applied them to the data sets developed in this work. The
first one is SVM classification with binary features. For this
purpose, we used the SVM'™ system (Joachims, 1999)
which has been commonly used in previous studies. All
the words (features) in the messages were taken into
account without any feature selection. This usually gives
the best success rates and the number of features does
not have a significant effect on the execution time of
SVM. There different types of kernel function were tested:
linear kernel, polynomial kernel with degrees 1, 2, and 3,
and radial basis kernel with variances 0.01, 0.1, and 0.5.
We observed that radial basis kernel with variance 0.01
gave the best results. The performances of linear kernel
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and polynomial kernel with degree 1 were similar to each
other, but slightly worse than radial basis kernel. We also
noted that with higher degrees (degrees 2 and 3), polyno-
mial kernel shows good performance when the number of
words is few (e.g., 10 or 25 initial words), but the success
drops significantly as the number of words increases.
Fig. 9 shows the results for radial basis SVM with variance
0.01.

The second method we used for comparison is the
ensemble algorithm AdaBoost (Freund and Schapire,
1996). Given a weak learner, the algorithm trains several
models using variations of the original data set and then
combines the obtained models by a weighted sum of their
outputs. For this purpose, we used the implementation of
AdaBoost in the Torch system, which boosts a MLP for
classification (Collobert et al., 2002). Similar to the SVM
case, all the words in the messages were considered and
the algorithm was executed with varying numbers of train-
ing rounds and boosting steps. The results under the best
parameter values are shown in Fig. 9. The figure indicates
that the CPR model outperforms SVM and AdaBoost
algorithms with nearly all parameter values. The shapes
of the curves in the case of SVM follow a pattern similar
to those of CPR curves: there is an increase in the success
rate as the number of initial words increases, but the suc-
cess drops slightly after 100 initial words for some of the
data sets. On the other hand, AdaBoost causes fluctuations
in the success rates with small data sets, whereas the success
is steadily increases as more words are used with large data
sets. We note that the performance of SVM is almost equal
to the performance of CGP. However, when CGP is com-
bined with e-mail specific perception to form the CPR
model, we observe a significant difference between the suc-
cess rates of CPR and SVM.

The approach proposed in this paper differs from the
previous work in the sense that it makes use of n-gram sta-
tistics with Naive Bayes classification. In addition, a heuris-
tics was employed and the base model was combined with
e-mail specific perception. We conclude that the heuristics
and the combined model provide a significant improvement
for success rates and time complexities in spam filtering.
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We save a considerable amount of time with the heuristics.
For instance, using the first 50 words in the messages
instead of all the words improves the execution time about
20 times. The performance loss is just around 1%. The
combined model increases the success rate substantially
with a little increase in execution time. As mentioned
before, it provides 30% error reduction in all cases. There-
fore, when these two techniques are employed together, a
more accurate and faster spam filter is possible.

5. Conclusions

In this paper, some simple but effective techniques have
been proposed for spam filtering. The techniques achieved
high success rates (98% for Turkish and 99% for English)
and at the same time caused the execution time to decrease
substantially. We have performed extensive tests with vary-
ing numbers of data set sizes and of initial words. In this
way, we observed the effects of these parameters on the suc-
cess rates and the time complexities. The success rates reach
their maximum using all the messages and all the words.
However, using 600 messages and 50 words results in an
acceptable accuracy in much less time. We observed that
n =150 is a suitable choice for first n-words heuristics in
spam filtering. With this value, a success rate of around
97% for Turkish and 98% for English is possible.

The success rates obtained in this research for Turkish
e-mail messages are the best reported so far in the litera-
ture. We made two observations related to the importance
of morphological analysis for agglutinative languages.
First, the success of the morphological analyzer has a direct
influence on the success of the filter. Second, contrary to
the results in some previous studies, morphological analysis
affects the success significantly only in the case of small
number of data. In addition, we tested whether taking dif-
ferent word orderings into account makes a difference for
free word order languages. The results did not show an
improvement on the success of the filter. We leave a
detailed analysis of this property for spam filtering as an
area for future research.

The methods dealing with two classes (spam, legitimate)
were grouped under class general perception (CGP) model.
As an alternative, e-mail specific perception (ESP) model
was presented, which considers each e-mail as a separate
class. The ESP model was not used by itself due to its high
complexity. Instead, it was used as a refinement to the CGP
model, resulting in the combined perception refinement
(CPR) model. The CPR model was found to lower the
error rate by 30%, yielding the best success rates in this
work. Two properties of e-mail messages, namely the sen-
der addresses and the special symbols, were also taken into
account and incorporated in the decision formulae. A
slight increase in accuracy of about 0.20% was observed
with these modifications.

In addition to these findings which form the main con-
tributions in the paper, some other results were obtained.
The experiments have shown a rapid learning rate in the

sense that considerable success can be achieved with only
300-400 messages. The subject field in e-mail messages
include highly discriminative words and success rates of
about 95% are possible using this information. Finally,
the majority of the messages in a data set should be spam
messages for small data sets and legitimate messages for
larger data sets, in order to increase the overall success rate.

Affixes in agglutinative languages are likely to contain
valuable information for classification. As a future work,
this property can be incorporated into the algorithms.
Another future extension may be considering false posi-
tives and false negatives separately. In this respect, ROC
analysis can be combined with the proposed techniques,
giving rise to cost-sensitive solutions. Some collaborative
methods such as Safe Sender Listing can also be employed
(Zdziarski, 2005). Finally, CPR can be used as a generic
solution for similar classification problems. A two step
classification mechanism may be formed of class general
analysis and observation specific analysis. Such a combined
approach seems to increase the classification accuracy
substantially.
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